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Authentication (2FA)

For enquiries, please contact:

CS Hotline : 40080 95521 / 852 — 2509 7524
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1. What is 2FA?
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1. What is 2FA?

» Two-factor authentication (2FA) refers to an
authentication mechanism which utilises any
two of the following factors: what a client
knows, what a client has, and who a client is.
The first step of authentication is to provide
the login ID and password followed by the
second step, such as providing a one-time
password obtained (OTP) from SMS or
security token. OTP is the factor of what a
client has, Password is the factor of what is
client know.
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1.1 Why OTP?

To comply with the guideline of the SFC

{ Guidelines for Reducing and Mitigating
Hacking Risks Associated with Internet
Trading ) requiring all licensed or registered
persons engaged in internet trading to
implement baseline requirements to enhance
cybersecurity resilience and to reduce and
mitigate hacking risks.

D ExEZEE
GUOTAI JUMAMN INTERMHATIOMNAL


http://www.sfc.hk/web/EN/assets/components/codes/files-current/web/guidelines/guidelines-for-reducing-and-mitigating-hacking-risks-associated-with-internet-trading/guidelines-for-reducing-and-mitigating-hacking-risks-associated-with-internet-trading.pdf

1.1 Why OTP?

» Customer will be required to use registered
Mobile number/Mobile Token to obtain Two-
Factor Authentication (2FA) OTP services for
login online trading account from 25 Apiril,
2018 for enhanced online security.
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1.2 Can client refuse to use OTP
for login online trading account ?

» All GTJAI Client who wish to perform online
trading transaction are required to enter OTP
to authenticate login process.

» Please ensure client’s registered Mobile
number or Email address is valid and accurate
to receive OTP anytime. For any situations,

each account can be registered one Mobile
number.
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1.3 How to obtain OTP?

Client can select the below methods to obtain OTP:

» 1. SMS (Defaulted) Jsws

, 2. Mobile Token (GTJAI Mobile OTP) <2
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1.4 What is OTP format?

OTP is composed of 6 digits.

3 4 4 8 1 5
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1.5 Will OTP expried?

» 1. OTP will be expired in 180 seconds (Mobile)

» 2. OTP will be expired in 60 seconds (Mobile
Token)

D ExEZEE
GUOTAI JUMAMN INTERMHATIOMNAL



1.6 OTP Message

[GTJAI] Your OTP is: 712674. Please
do not disclose your OTP to third
party. (GTJAS)

1. SMS

2. Mobile Token (GTJAI Mobile OTP)

137882

IR Copy OTP
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1.7 Which platform needs OTP?

1. Online Trading Platform
https://trade.gtjai.com/oapp/pa
ge en/common/login.html

< C @ trade.gtjai.com/oapp/page_en/common/login.html

(. RELEF (FE)ARLE

GUOTAI JUNAN SECURITIES (HONG KONG)LIMITED

NEWS HELP

Welcome fe the GTJAS (HK) Online Trading

a « U »0O;:

Please call our 24-hour dealing hotline at (852) 2509 7526 to place your order if you are having technical problems i Junan online trading services. And please call our customer service hotline at (852)
2509 7524 for general enquiries.
Trade Login Important Notice:
I 9 1. Latest Requlations for Derivative Products Trading Service
Account No. ‘ ‘ 2 Two-Factor ion Service (2FA)
Hiew Client 3. Prompt Notification of Internet Trading Activities

I its your first ime fo use our online trading sysiem, please read the Risk Disclosure Statements
i, pleass read GTJAS (HK) Onling Trading first
Forgot Password Should you have any queries, please feel free to contact us

Login Password ‘

Customer Service Hotline

40080 95521 [ (852) 2500 7524
HK Market Dealing Tel

(852) 2500 7546/ 2500 7548

Verification Code ‘ ‘GQ 3%

Client Login

B Shares & Overseas Mkts Dealing Tel
(852) 2500 7526

0 ERBREH (FE)ARLE

Gopyright® 2007-2020 GUOTAI JUNAN SEGURITIES (HONG KONG) LIMITED, Al Rights Reserved
IFyou < o contact us

ave any problems or suggestions to our system, please feel fres

2. Fu Yi System (Chinese only)
https://www.gtjai.com/tc/software
fuyi/
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https://trade.gtjai.com/oapp/page_en/common/login.html
https://trade.gtjai.com/
https://www.gtjai.com/tc/software_fuyi/

1.7 Which platform needs OTP?

» 3. GTJAI-TSCI (Chinese Only) » 4. Jun Hong App (Chinese Only)

https://www.gtjai.com/tc/soft https://www.gtjai.com/tc/software_jun
ware_desktop/ hong
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https://www.gtjai.com/tc/software_desktop/
https://www.gtjai.com/tc/software_junhong

1.8 How to update Mobile number?

» Please access to our > Customer
Service > Change of Client Information for changing of
personal information or completed form

and return to Customer Service
Department by (i) Email:
(ii) Fax (852) 2509 7787 (iii) By hand or (iv) Post :
» 27 /F., Low Block,
Grand Millennium Plaza,

181 Queen’s Road Central, Hong Kong

AAAAAAAAAAAAAAAAAAAAAAAA


https://trade.gtjai.com/oapp/page_en/common/login.html
https://www.gtjai.com/upload/UploadFiles/DownloadForms/Chi/form_changeaddr.pdf
mailto:customer.service@gtjas.com.hk

1.9 Will 2FA unavailable if client do
not provide valid Mobile number?

» Client cannot place order via online trading platform
If client do not provide valid Mobile. Please contact
to our Dealing hotline:

Hong Kong Market: (+852) 2250 0898 / 2250 0899
or Oversea Market: (+852) 2509 7526 for order
placing.
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2. How to use 2FA?
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2. How to use 2FA?

Login to online
trading
plattorm 1.0TP b SMSE
(https://trade. Number & Login B
jai ~ ~ | 2. Mobile Token
gtjai.com/oap .. Password _  Moble Token
p/page_en/co
mmon/login.ht
\ W, \ y L m/
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https://trade.gtjai.com/oapp/page_en/common/login.html

2.1 2FA Login process & Change
of 2FA Enrollment

» Demonstration — Online Trading

p—
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Online Trading-2FA Login process
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Online Trading-2FA Login process

1. Enter BRERES (F8) GRS
ACCOU nt NO GUOTAI JUNAN SECURITIES (HONG KONG)LIMITED

TrADE= NEWS HELP

me Welcome to the GTJAS (HK) Online Trading © HXR
2 E n t e r L O g i n Dear Customer: Due to start of daylight saving time in Europe, market open and close will shift 1 hour earlier, (HKT) 3:00PM - 11:30PM begin from 30 Mar 2020.
P d I Trade in Important Notice:
aS SW 0 r 1. Latest Regulations for Derivative Products Trading Service
Account No. | 2. Implementing_ Two-Factor Authentication Service (2FA)
New Client : If it's your first time to use our online trading system, please read the Risk
Disclosure Statements
Login If you want to know more information, please read GTJAS (HK) Online

Password | Trading first

3 E n te r w ‘_&813 Should you have any queries, please feel free to contact us:

. . Customer Service Hotline
Ver I fl C atl O n CO d e 40080 95521 (¥ (852) 2509 7524

HK Market Dealing Tel
(852) 2509 7546 / 2509 7548

B Shares & Overseas Mkts Dealing Tel

4. Click “Client [ (852) 2509 7526
Login”
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Online Trading-2FA Login process

OTP(One-Time-Password) Verification b 4

Client has to input One Time Password (OTP) to login our web and
mobile trading service. We will send a 6 digits number OTP to client
register email or mobile phone. OTP will be expired in 180 seconds
(Mobile) or 300 seconds (Email)

OTP will auto send to
your Registered
Mobile.

Please Input OTP

 ——
OTP sent to 852.g******=*

| Reminder

Sendigain(4s)

1. One account can only register cne mobile phone number / email
address for receive OTP.

2. OTP will be expired once it was inputted.

3. We will send OTP to your register mobile / email in our record only.

4. SMS service depends on service provider, network busy or status
of the network infrastructure may cause delay.

5. If you stay overseas, your mobile phone service provider may not
allow you to receive SMS OTP overseas. You are advised to
consult your mobile phone service provider for details.

6. Please do not set up SMS forwarding.

7. Should you have any enquiries, please feel free to contact us at
40080 95521 / (852) 2509 7524

Hong Kong Market Dealing Telephone: (852) 2509 7546 / 2509

7548
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Online Trading-2FA Login process

OTP(One-Time-Password) Verification X

Client has to input One Time Password (OTP) to login our web and

1.Input 6 digits
mobile trading service. We will send a 6 digits number OTP to client

register email or mobile phone. OTP will be expired in 180 secone OT P
(Mobile) or 300 seconds (Email)

Please Input OTP

123456 —

OTP sent to §52.9% x>+

SendBgan(4s)

| Reminder

2. Click “Confirm”

1. One account can only register one mobile phone number / email
address for receive OTP.

2. OTP will be expired once it was inputted.

3. We will send OTP to your register mobile / email in our record only.

4. SMS service depends on service provider, network busy or status
of the network infrastructure may cause delay.

5. If you stay overseas, your mobile phone service provider may not
allow you to receive SMS OTP overseas. You are advised to
consult your mobile phone service provider for details.

6. Please do not set up SMS forwarding.

7. Should you have any enquiries, please feel free to contact us at
40080 95521 / (852) 2509 7524

Hong Kong Market Dealing Telephone: (852) 2509 7546 / 2509

7548

O DR E=EE

GUOTAI JUNAM INTERMATIOMAL




Online Trading-
Change of 2FA Enrollment
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Online Trading-Change of 2FA Enrollment

GUOTAI JUNAN SECURITIES (HONG KONG)LIMITED

( BB XZEZTF (TFE)APRT Ol

NEWS HELP

TRADE Welcome to the GTJAS (HK) Online Trading

Jear Customer: Due to start of daylight saving time in Europe, market open and close will shift 1 hour earlier, (HKT) 3:00PM - 11:30PM begin from 30 Mar 2020.

Buy Order
3 | Capital/ Stock

The Balance of Capital

A éf;ﬂ%c,f:gn B Balance of Capitall Capital Available

) Sell Order

© Sell Odd Lot Order @ HKD 0.00 0.00
® '\O"::;gfrvl Cancel -, usD 0.00 0.00 0.00 0.00

[+] Real-time Search

The Balance of Share

& IPO | < Stock:Name:
[+ Fund Service

[+] Bank Transfer

& Margin and Securities I Reminder
Rorrons: ~nd | ending

< [ Customer Service

[*] Records Search

iff€en-minute delayed market price is provided by ET Net Limited [Disclaimer].
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Online Trading-Change of 2FA Enrollment

[~] Customer Service

Cash Withdrawal

Currency Exchange

Reward Points
Click “2FA Enroliment”
Change Password
¢ 2FA Enrollment

Change of Client
Information

Update of Client Detalil

Information of Your
Account Executive

Get E-Statement
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Online Trading-Change of 2FA Enrollment

© Buy Order
| 2FA Enrollment
© Sell Order
@ AtAuction Order - Your 2FA method: SMS
Sell Only

Please select 2FA method:
© Sell 0dd Lot Order poDICICESD

Modify/ Cancel
@) ify,

Order Apply 2FA Service
Real-ime Search 1 S I 2 F h d
| Select 2FA metho
) | Reminder
Capital/ Stock
= Client who select sms or email as 2FA method must registervalig mobile phone number.
Orders of the Day

* Should you have any query, please feel free to contact our Customer ServreeQepartment (Tel: 40080 95521 /(852) 2509 7524)
Trade Records Of the
Day

e 2. Click “Apply 2FA

Message For You

Service”

Structured Product
Quotation

Your Commission
Rate

HK Stock Indices
130

Bank Securities Link

Margin and Securities
Borrowing and Lending

H Customer Service
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Online Trading-Change of 2FA Enrollment

© Buy Order
| 2FA Enroliment
© Sell Order
QLMo Your 25 matnos 2FA method will be updated after

Osacwioone completion of Mobile Token

@ oy cance Enrollment and re-login to online
— trading platform

Capital/ Stock
= Client who select sms or email as 2FA method must register valid mobile phone number.

Orders of the Day
«  Should you have any query, please feel free to contact our Customer Service Department (Tel: 40080 85521/ (852) 2509 7524).

Trade Records Of the
Day

Total Asset and
Average Cost of stock
(Reference)

IMessage For You

Structured Product
Quotation

Your Commission
Rate

HK Stock Indices
IPO

Bank Securities Link

Margin and Securities
Bomrowing and Lending

[ Customer Service
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3. FAQs
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3. FAQs

Q1. Is it necessary to enter the OTP for placing order?

A: Client will be required to enter OTP when login to online trading
account, but not required on placing order.

Q2. Why client cannot receive OTP?

A: Please ensure client’s registered Mobile number that you are
using whether same as the one you have registered with GTJAI. For
personal information update, please access to our online trading
platform Customer Service > Change of Client Information, or
complete form « » and return to
Customer Service Department by (i) Email:
(ii) Fax (852) 2509 7787 (iii) By

hand or (iv) Post : 27/F., Low Block,

Grand Millennium Plaza,
181 Queen’s Road Central, Hong Kong
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https://www.gtjai.com/upload/UploadFiles/DownloadForms/Chi/form_changeaddr.pdf
mailto:customer.service@gtjas.com.hk

3. FAQs

Q3. Why does the system shown OTP Invalid/Error when
client has entered OTP correctly?

A: Client may enter OTP has been used. OTP can be used once only
and cannot reuse.

Q4 . What should client do if account was blocked due to
OTP issue?

A: Please contact to our Customer Service Department by (40080
95521/ +852-2509 7524) immediately.

Q5. What should client do if mobile is lost or stolen ?

A: SMS - Client still can receive OTP on new mobile if client mobile
number same as the one registered with GTJAI.

Mobile Token- Client can contact to Customer Service
Department for re-register Mobile Token.
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3. FAQs

Q6. Can client receive an OTP in Oversea?

A: SMS -Whether you can receive SMS depends on your SMS service
provider. If you are in oversea and using oversea service provider,
the service provider may not support receipt of International SMS.

Please consult your telecommunication service provider for further
details.

Mobile Token- Not affected.
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4. Useful Link
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4. Useful Link
» SFC- Cybersecurity- FAQs

» Two-factor Authentication provides
additional security

p—



http://www.sfc.hk/web/EN/faqs/intermediaries/supervision/cybersecurity/cybersecurity.html
http://www.thechinfamily.hk/web/en/tools-and-resources/hot-topics/2fa-security.html?utm_source=sfc&utm_medium=email-circular&utm_campaign=2fa-promotion&utm_content=hot-topic-tc

For enquiries, please contact:

CS Hotline : 40080 95521 / 852 - 2509 7524
HK Shares Dealing Hotline : 852 - 2250 0898 / 852 - 2250 0899

24-hour Dealing Hotline : 852 - 2509 7526
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